March 14, 2019

Dear Members of the U.S. Congress,
We the undersigned organization write in support of the vital role that WHOIS domain name
registration data plays in cyber security and cyber investigations. While the value of WHOIS
data is widely known throughout the cyber security industry, its day-to-day use is less known
elsewhere. We are gravely concerned that recent policy changes have effectively blocked
access to this critical data set.
As you may know, WHOIS data is the publicly available information on who has registered a
particular internet domain name. In layman’s terms, WHOIS records are akin to land title or
property tax records: a record of who owns the internet property of domain names available in
.com, .net, and other generic top-level domain (gTLD) name spaces. Each WHOIS record
contains basic contact information for the domain name registrant: name, address, phone
number and email address, and certain other technical attributes. Since the dawn of the
internet as we know it, gTLD registrars and registries – those companies who sell domain names
– have collected contact information from all registrants at the time of registration.
WHOIS data is critical to law enforcement, consumer protection agencies, child advocacy
groups, anti-human trafficking organizations, cybersecurity investigators, intellectual
property rightsholders, journalists, academics and others. These stakeholders all rely on
WHOIS to help them determine who is operating a criminal website, sending malicious (spam,
phishing) emails, conducting cyber-attacks, influencing elections, propagating fake news or
committing fraud under the guise of a known brand. In these instances, WHOIS data is used to
identify and collect lists of domain names that investigators associate with a given criminal or
cyber-attack and to identify the likely perpetrators of these attacks. In criminal investigations,
for example, listing domains and making connections using contact information is imperative to
understanding and interdicting criminal, terrorist, or hostile nation state activity to its fullest
extent.
Because of an overly broad interpretation of the EU’s General Data Protection Regulation
(GDPR), many domain name registrars and registries are shutting down public access to
WHOIS data. This has the effect of impeding our cyber investigations, limiting our ability to
protect American consumers and businesses, and destabilizing the security of the open web.
Already, cyber investigators and counter-terrorist agents are experiencing difficulties in utilizing
the WHOIS database to the degree it was available prior to the interpretation of the EU GDPR
and we expect this issue to continue to worsen.
We encourage the U.S. Congress to educate itself on the critical function that WHOIS data plays
in protecting its citizens from fraudulent or otherwise criminal behavior and ask you to take
steps to ensure public access to this essential tool.
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